Cyber Management Systems
NIST 800-171 Planning & Pricing

Cyber Management Systems assists federal contractors across the DoD., and Federal
Government, design, maintain, and implement a written Cyber Security Management System
Framework (CSMSF) consistent with NIST 800-171 requirements. Set up an appointment with
Cyber Management Systems for further consultation and to answer any questions you may
have. Although these requirements may initially seem overwhelming, small businesses can use
this framework to divide the project into small, manageable chunks and work toward attaining
compliance. Incurred costs may also be recoverable under a cost reimbursement contract

pursuant to .

Our Goal: Our plans are written with the intent of our clients becoming NIST 800-171
compliant and passing an audit with compliance!

Cyber Security Management System Analysis Includes:
Framework Benefits:
Compliant Cyber Management Plans Setting policies and standards.
One on one review of your completed security Establishing and promulgating procedures and
plan guidelines
Designing, implementing and administering Security
Program
CSMSF Manager Training Assigning responsibilities and authorities
Timely webinars covering NIST 800-171 Providing services relating to the management an
regulation and updates IT/Cyber Security Program
Integrating IT/Cyber Security documents into business
systems and processes.

Cost effective with Rapid Turnaround

Confidentiality of your data is top priority

The goal of the Cyber Security Management System Framework is to help non-federal
organizations protect critical assets, infrastructure and information by strengthening your
organization’s defensive posture through continuous, automated protection and monitoring of
your IT infrastructure. | would be happy to put together an CSMSF proposal that would outline
the scope, time frames, deliverables, and fees for our team to develop your 2017-2018 NIST
800-171 compliance plan.
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» What is the Cyber Security Management System Framework?
The cyber security management process is a known “system” of interrelated elements that act in
concert with one another to achieve the over-arching goal of the system itself -- to protect the
confidentiality, integrity and availability of information. Figure 1 shows a conceptual map that
organizes and represents knowledge of many of these system elements. While not all of the elements
of the map will be discussed in this paper, primary attention is given to policy and technology. Driven

by policy, the cyber security management process applies technology and requires effective planning in
order to achieve the goal.

» Who does the Cyber Security Management System Framework target?
The Cyber Security Management System is designed for both public and private organizations including,
but not limited to DoD contractors and Non-Federal Organization (NFO) contractors that have access to
federal data including citizen’s higher education, tax, and healthcare records.

The ultimate test of any cyber security program is the organization’s ability to mitigate and/or prevent

security risks. With the Cyber Security Management System Framework, organization’s can virtually eliminate
this worry.
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» Benefits:
o Help keep data secure;
o Cost effective data security standard;
o It’s do-able;
o Will likely be a requirement down the road.
» Documentation License:
1. Secure Access to Cyber Management Systems Security Document Management System (SDMS) via
the Internet via the Customer’s desktop or mobile device.
2. Hosted on the Linode's Cloud Hosting platform in Linode’s New Jersey Data Center.
3. Pricing based on tenancy licenses.

Set-Up & User Training Includes:

1. One-day onsite user application training for up to 5 users*

2. Account set-up, user-configuration, and routine customizations**

3.  24x7 access to Cyber Management Systems Security Document Management
System inclusive of information security documentation

Licenses Fees includes:
24x7 customer-access to Cyber Management Systems Technical Support Desk
(email/telephone support during business hours and pager notification during
non-business hours)
SDMS software upgrades at no extra cost

; Cyber Management Systems commitment to customer satisfaction

On-Board Customization:

1.  40hrs of documentation customization according to the current environment

2.  Non-routine Document Customizations

3. Exploratory Examination of existing processes & procedures.

4.  Business process management evaluation & redesign.

$235 / month

billed annually

or $335 month-to-month

Included

$6,000

billed annually

*Travel expenses required for support outside the local Washington, DC area are additional
**Additional user accounts/named accounts are $100 / user

» Cyber Management Systems Security Document Management System License Pricing
A Subscription License allows the Licensee to use the software for a specific period of time, typically 12
months from date of purchase. At the end of the subscription period, the software license expires and the
Licensee must terminate use of the software unless they renew the license agreement for a fee. The
subscription period may be extended upon the Licensee's payment of a renewal subscription prior to the
end of the current subscription period.
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